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Champions

> The Government of Uganda

> International Telecommunication Union (ITU)
> UNICEF

Key Constituents

> The Government of Egypt

> The Government of Kazakhstan

> The Government of Malaysia

vV VvV VvV V

\'

vV VvV VvV VvV V vV V V V V V V V VvV YV

The Government of Niger
The Government of Rwanda
European Union (EU)

Chair of the European Parliament’s
Science and Technology Options
Assessment body (STOA)

ACTAI Global
Alibaba

Broadband Commission for
Sustainable Development

Econetwireless
Ethereum

Facebook

Gates Foundation
Global Compact
GSMA

Internet Society (ISOC)
Mastercard

Microsoft

M-Pesa

Lemann Foundnation
OneWeb

Viasat
UPenn/T1WorldConnected

Web Foundation
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World Economic Forum (WEF)

Office of the Deputy Secretary-
General of the United Nations

United Nations Office of Legal Affairs,
International Trade Law Division

UN Secretary-General’s Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)

United Nations Development
Programme (UNDP)

United Nations Office for Outer
Space Affairs (UNOOSA)

World Bank
World Food Programme (WFP)

oAg T-5A

Champions

>

>

>

>

>

The Government of Norway
The Government of Sierra Leone

Indian Software Product Industry
Roundtable (iSPIRT)

UNICEF
UN Global Pulse

Key Constituents

>

V VvV VvV VvV V VvV V Vv V

The Government of Belize (Alliance
of Small Island States Chair)

The Government of Chile

The Government of Finland

The Government of Niger

The Government of the United Arab Emirates
The Government of the United Kingdom
African Export-lmport Bank (Afreximbank)
ARM

Botnar Foundation

Cisco
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vV VvV VvV V

vV VvV VvV VvV vV V V VvV V

Consumer Unity & Trust Society (CUTS)
Digital Impact Alliance
European Broadcasting Union

Global Partnership to End-
Violence Against Children

Chair of the European Parliament’s
Science and Technology Options
Assessment body (STOA)

Facebook

Future Society

Graduate Institute Geneva

International Trade Centre (ITC)

International Telecommunication Union (ITU)
Mozilla

World Economic Forum (WEF)

Wikimedia Foundation

Food and Agriculture Organization
of the United Nations (FAO)

United Nations Environment
Programme (UNEP)

United Nations Office of Information and
Communications Technology (OICT)

UN Secretary-General's Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)

World Health Organization (WHO)

World Intellectual Property
Organization (WIPO)

World Meteorological Organization (WMO)
World Bank
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Champions

>

>

The Government of Mexico

UN Women
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The Government of Denmark
The Government of France
The Government of Japan

The Government of Malawi (Least
Developed Country Group Representative)

The Government of Sweden

The Government of Switzerland
European Union (EU)

African Development Bank (AFDB)
Data2x

Digital Future Society

Global Partners Digital

GSMA

International Committee of
the Red Cross (ICRC)

International Telecommunication Union (ITU)
International Trade Centre (ITC)

Internet Society (ISOC)

Microsoft

National Autonomous University of Mexico
Omidyar

OHCHR Special Rapporteur
on the Right to Privacy

Organisation for Economic Co-operation
and Development (OECD)

UN Capital Development Fund (UNCDF)

United Nations High Commissioner
for Refugees (UNHCR)

UN Secretary General’s Special Advocate for
Inclusive Finance for Development (UNSGSA)

UN Secretary-General’s Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)

Web Foundation

> World Bank

OAd dxg2=2

Champions
> International Telecommunication Union (ITU)

> United Nations Development
Programme (UNDP)

Key Constituents

The Government of the Netherlands
The Government of Russia

The Government of Singapore

The Government of the United Arab Emirates
The Government of Uganda

The Government of the United Kingdom
European Union (EU)

ARM

Consumer Unity & Trust Society (CUTS)
DiploFoundation

IndustriALL Global Union

Overseas Development Institute (ODI)
Oxford Blavatnik School of Government

International Trade Centre (ITC)

vV VvV VvV VvV VvV V vV V V V V V V VvV V

United Nations Conference on Trade
and Development (UNCTAD)

v

UN-HABITAT

> United Nations Office of Information and
Communications Technology (OICT)

> UN Secretary-General’s Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)

> World Health Organization (WHO)
> World Bank

ROADMAP FOR DIGITAL COOPERATION 29



R

Champions

>

>
>
>

The Government of the Republic of Korea
European Union (EU)
Access Now

Office of the United Nations High
Commissioner for Human Rights (OHCHR)

Key Constituents

>

vV V VvV V

VvV V VvV V vV V VvV V

vV V VvV V

The Government of Denmark
The Government of New Zealand
The Government of Switzerland
Amnesty International

Atlantic Council Digital Forensic
Research Lab (DFRL)

Carnegie UK Trust

Coding Rights

Derechos Digitales

Facebook

Federal University of Rio Grande do Sul
Freedom Online Coalition

Global Partners Digital

ICT Policy for East and Southern
Africa (CIPESA)

Google
GovTechLab Lithuania
Graduate Institute Geneva

International Committee of
the Red Cross (ICRC)

United Nations Office of Legal Affairs,
International Trade Law Division

ICT4Peace Foundation
Internet Commission

Korea University
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> Microsoft
> MITRE

> Myanmar Centre for Responsible
Business (MCRB)

> New America
> OpenNet Korea

> QOrganisation for Economic Co-operation
and Development (OECD)

> Paradigm Initiative
> Tech Policy Tank

> OHCHR Special Rapporteur
on the Right to Privacy

> UN Global Pulse

> UN Secretary-General’s Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)

v

Verizon

v

Web Foundation

AIAs

Champions

> The Government of Finland

> The Government of France

> Future of Life Institute (FLI)

> UN Global Pulse

> UNESCO

> The Office of Special Adviser Hochschild

Key Constituents

The Government of Brazil
The Government of Canada
The Government of Ghana
The Government of Italy

The Government of the Republic of Korea

vV VvV VvV vV VvV V

The Government of Malaysia
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The Government of Singapore
The Government of Slovenia
The Government of Switzerland
European Union

ARM

Association for the Advancement
of Artificial Intelligence (AAAI)

Article 19
Beijing Academy of Artificial Intelligence

Centre for Artificial Research
Intelligence (CAIR)

Canadian Institute for Advanced
Research (CIFAR)

Centre for the Study of Existential Risk (CSER)
Council of Europe

DATACTIVE

Data Protection Commission of Ghana
DeepMind

Element Al

Federal University of Rio Grande do Sul
Future Society

Graduate Institute Geneva

GSMA

ICT4Peace Foundation

Institute of Electrical and
Electronics Engineers (IEEE)

International Telecommunication Union (ITU)
Jozef Stefan Institute

Makerere University

Microsoft

Organisation for Economic Co-operation
and Development (OECD)

OpenAl

Oxford Internet Institute

Partnership on Al (PAI)
Tsinghua University

Wadhwani Institute for Al

vV VvV VvV V

Counter-Terrorism Committee
Executive Directorate (CTED)

> International Organization for
Standardization (ISO)

> Office of the President of the
General Assembly

> United Nations Office for
Disarmament Affairs (UNODA)

> United Nations Interregional Crime and
Justice Research Institute (UNICRI)

> United Nations Office of Legal Affairs,
International Trade Law Division

> UNESCO

> UN Secretary-General’s Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)

> World Intellectual Property
Organization (WIPO)

A M=o} ok

Champions

> The Government of Estonia

The Government of the Netherlands
The Government of Uruguay

Microsoft

vV VvV VvV V

United Nations Office for
Disarmament Affairs (UNODA)

> The Office of Special Adviser Hochschild
Key Constituents

> The Government of Bangladesh

> The Government of Canada

> The Government of Finland
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The Government of France

The Government of Japan

The Government of Kenya

The Government of Kiribati

The Government of the Republic of Korea
The Government of Mexico

The Government of New Zealand

The Government of Switzerland

The Russian Federation

Center for Strategic and
International Studies (CSIS)

Facebook

Future of Life Institute (FLI)
GovTech Lab Lithuania
GSMA

International Committee of
the Red Cross (ICRC)

ICT4Peace Foundation

International Telecommunication Union (ITU)
Internet Commission

Internet Society (ISOC)
Konrad-Adenauer-Stiftung (KAS)

The State University of New York (SUNY)
Web Foundation

World Economic Forum (WEF)

World Bank

World Food Programme (WFP)

United Nations Office on Drugs
and Crime (UNODC)

United Nations Interregional Crime and
Justice Research Institute (UNICRI)

UN Secretary-General’s Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)

World Health Organization (WHO)
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SRER-ESEE

Champions

> The Government of Germany

> The Government of the United Arab Emirates
> The Office of Special Adviser Hochschild
Key Constituents

> The Government of Canada

The Government of Denmark

The Government of France

The Government of Japan

vV VvV VvV V

The Government of Malawi (Least
Developed Country Group Representative)

v

The Government of Paraguay (Landlocked
Developing Countries Chair)

The Government of Switzerland
The Government of the United Kingdom

European Union (EU)

vV V VvV V

Association for Progressive
Communication (APC)

Brazilian Internet Steering Committee (CGl.br)
DiploFoundation

European Broadcasting Union

Ford Foundation

GSMA

Global Partners Digital

vV VvV VvV VvV vV VvV V

Internet Corporation for Assigned
Names and Numbers (ICANN)

> Internet Governance Forum-Multistakeholder
Advisory Group (IGF-MAG)

> Internet Governance Forum-Multistakeholder
Advisory Group (IGF-MAG) -Representative
of the Russian Federation

> International Chamber of Commerce
Business Action to Support the
Information Society (ICC BASIS)
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Internet Society (ISOC)

International Telecommunication Union (ITU)

JSC National ICT Holding Zerde
New America
Robert Bosch Stiftung

United States Council for
International Business (USCIB)

Uruguayan Chapter — Internet Society
Ushahidi

World Economic Forum (WEF)

World Bank

United Nations Office of Legal Affairs,
International Trade Law Division

United Nations Commission on
International Trade Law (UNCITRAL)

United Nations Conference on Trade
and Development (UNCTAD)

United Nations Department of
Economic and Social Affairs (DESA)

UN Secretary-General’s Task Force on
Digital Financing of the Sustainable
Development Goals (DFTF)
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1 International Telecommunications Union (ITU), Measuring Digital
Development. Facts and figures 20719 (Geneva, 2019).

2 Ibid.

3 Juniper Research, “Business losses to cybercrime data breaches
to exceed $5 trillion by 2024”, 27 August 2019.

4 Nicola Jones, “How to stop data centers from gobbling up the world’s elec-
tricity”, Nature, vol. 561, No. 7722 (September 2018).

(&)}

See https://www.missingkids.org/footer/media/keyfacts.

o)}

A list of participants in the round-table discussions is available from
www.un.org/en/digital-cooperation-panel.

7 The Panel recommends that, by 2030, every adult should have affordable access to digital net-
works, as well as digitally enabled financial and health services, as a means to making a substantial
contribution to achieving the Sustainable Development Goals. Provision of these services should
guard against abuse by building on emerging principles and best practices, one example of which
is providing the ability to opt in and opt out, and by encouraging informed public discourse.

(o]

ITU, Measuring Digital Development. Facts and figures 2079.

e}

Ibid.
10 Alliance for Affordable Internet, The 2019 Affordability Report (Washington, D.C., 2019).

11 Elizabeth Stuart and others, Leaving No One Behind: A Critical Path for the First 1,000 Days
of the Sustainable Development Goals (London, Overseas Development Institute, 2016).

12 These examples have been endorsed by the Broadband Commission for Sustainable Development in
its targets for 2025. See mobile broadband pricing in section 4.3 of the ITU Measuring the Information
Society Report 2018, vol. 1 (Geneva, 2019). Section 4.4 also provides data on fixed broadband pricing.

13 Broadband Commission for Sustainable Development, ITU and the United Nations Educational,
Scientific and Cultural Organization, Connecting Africa Through Broadband: A Strategy for
Doubling Connectivity by 2021 and Reaching Universal Access by 2030 (Geneva, 2019).
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25

GIGA is an initiative aimed at creating a package of layered financial services and public and pri-
vate instruments to help Governments to finance and provide affordable connectivity, in a part-
nership between the United Nations Children’s Fund and ITU; see https://gigaconnect.org.

The Panel recommends that a broad, multi-stakeholder alliance, involving the United Nations,
create a platform for sharing digital public goods, engaging talent and pooling data sets, in a
manner that respects privacy, in areas related to attaining the Sustainable Development Goals.

United Nations, “Shared responsibility, global solidarity: respond-
ing to the socioeconomic impacts of COVID-19” (March 2020).

See www.dhis2.org/covid-19.

They can be defined as open-source software, open data, open artificial intelligence mod-
els, open standards and open content that adhere to privacy and other applicable inter-
national and domestic laws, standards and best practices and do no harm.

The Alliance is led by the Governments of Norway and Sierra Leone, the United
Nations Children’s Fund and the non-governmental organization iSPIRT, work-
ing with other stakeholders; see https://digitalpublicgoods.net.

The Global Data Access Framework is co-led by the Global Pulse initiative, the
Artificial Intelligence initiative of The Future Society and the Noble Intelligence initia-
tive of McKinsey and has over 70 stakeholders, including major technology firms, aca-
demic institutions, non-governmental organizations and United Nations agencies.

The Panel calls upon the private sector, civil society, national Governments, multilateral banks
and the United Nations to adopt specific policies to support full digital inclusion and digital
equality for women and traditionally marginalized groups. International organizations such

as the World Bank and the United Nations should strengthen research and promote action

on barriers that women and marginalized groups face to digital inclusion and digital equality.
The Panel further states that it believes that a set of metrics for digital inclusiveness should
be urgently agreed, measured worldwide and detailed with sex-disaggregated data in the
annual reports of institutions such as the United Nations, the International Monetary Fund,
the World Bank, other multilateral development banks and the Organization for Economic
Cooperation and Development. From this, strategies and plans of action could be developed.

In 2019, the regional gender gap was largest in the least developed countries (43 per cent) and
smallest in the Americas (1 per cent). ITU, Measuring Digital Development. Facts and figures 2019.

The coalition will be launched by the Governments of France and Mexico and the United Nations
Entity for Gender Equality and the Empowerment of Women (UN-Women) in 2021. The EQUALS
Global Partnership for Gender Equality in the Digital Age has also done important work.

For example, ITU has developed guidelines and strategies for persons with dis-
abilities and other groups. See www.itu.int/en/ITU-D/Digital-Inclusion/Pages/

Digital_Inclusion_Resources/Policies_strategies_toolkits.aspx.

The Office of the United Nations High Commissioner for Refugees global strategy on con-
nectivity for refugees, available at www.unhcr.org/innovation/connectivity-for-refugees.
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26 The Panel recommends the establishment of regional and global digital help desks to help
Governments, civil society and the private sector to understand digital issues and develop capac-
ity to steer cooperation related to social and economic impacts of digital technologies.

27 International Finance Corporation, Digital Skills in Sub-Saharan Africa: Spotlight on Ghana
(Washington, D.C., 2019).

28 The Panel, given that human rights apply fully in the digital world, urges the Secretary-General to insti-
tute an agencies-wide review of how existing international human rights accords and standards apply
to new and emerging digital technologies. Civil society, Governments, the private sector and the pub-
lic should be invited to submit their views on how to apply existing human rights instruments in the
digital age in a proactive and transparent process. In the face of growing threats to human rights and
safety, including those of children, the Panel further calls upon social media enterprises to work with
Governments, international and local civil society organizations and human rights experts around the
world to fully understand and respond to concerns about existing or potential human rights violations.

29 Available at www.un.org/sg/sites/www.un.org.sg/files/atoms/files/The_
Highest_Asperation_A_Call_To_Action_For_Human_Right_English.pdf.

30 Risk Based Security, “2019 year-end report: data breach QuickView.”

31 World Bank, “1.1 billion ‘invisible’ people without ID are Priority for new high-
level advisory council on identification for development”, 12 October 2017.

32 Ann Cavoukian, “Privacy by design: the 7 foundational principles — implementation and
mapping of fair information practices”, May 2010; Shirin Nilizadeh and others, “Cachet:
a decentralized architecture for privacy preserving social networking with caching”, in
Association for Computing Machinery, CONEXT '712 Proceedings of the 8th International
Conference on Emerging Networking Experiments and Technologies (New York, 2012);
and Access Now, “National digital identity programmes: what's next?”, May 2018.

33 Jackie Wang, Carceral Capitalism, Semiotext(e) Intervention Series, No. 21
(South Pasadena, California, Semiotext(e), 2018, pp. 228-252.

34 Kristine Hamman and Rachel Smith, “Facial recognition technology: where will it take
us?”, Criminal Justice, vol. 34, No. 1 (Spring, 2019), p. 10; and Monique Mann and Marcus
Smith, “Automated facial recognition technology: recent developments and approaches
to oversight, University of New South Wales Law Journal, vol. 40, No. 1 (2017).

35 Patrick Grother, Kayee Hanaoka and Mei Ngan, Face Recognition Vendor Test (FRVT): Part 3 -
Demographics, Internal Report, No. 8280 (National Institute of Standards and Technology, 2019.

36 Joy Buolamwini and Timnit Gebru, “Gender shades: intersectional accuracy disparities in commer-
cial gender classification”, Proceedings of Machine Learning Research, vol. 81 (February 2018).

37 Aaron Klein, “Credit denial in the age of Al”, 11 April 2019.

38 Anya E.R. Prince and Daniel Schwarcz, “Proxy discrimination in the age of arti
ficial intelligence and big data”, lowa Law Review, vol. 105, No. 3 (2020).

39 Office of the United Nations High Commissioner for Human Rights, “Human Rights Council holds
panel discussion on online violence against women human rights defenders”, 21 June 2018.
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The Panel states that it believes that autonomous intelligent systems should be designed in
ways that enable their decisions to be explained and humans to be accountable for their use.
Audits and certification schemes should monitor compliance of artificial intelligence sys-
tems with engineering and ethical standards, which should be developed using multi-stake-
holder and multilateral approaches. Life-and-death decisions should not be delegated to
machines. The Panel calls for enhanced digital cooperation with various stakeholders to
think through the design and application of these standards and principles, such as trans-
parency and non-bias in autonomous intelligent systems in different social settings.

Gartner, “Gartner says global artificial intelligence business
value to reach $1.2 trillion in 2018, 25 April 2018.

Currently, there are a number of global initiatives that set norms for the development and use
of artificial intelligence. Some, such as the Global Partnership on Artificial Intelligence, are
led by a coalition of mainly like-minded Member States; others, like the Artificial Intelligence
Policy Observatory of the Organization for Economic Cooperation and Development, seek

to support Member States’ efforts; technical initiatives such as the Global Initiative on

Ethics of Autonomous and Intelligent Systems of the Institute of Electrical and Electronic
Engineers set technical norms and standards, while the Partnership on Artificial Intelligence
acts as a convening platform between its corporate founders and civil society partners.

The Panel recommends the development of a global commitment on digital trust and security to
shape a shared vision, identify attributes of digital stability, elucidate and strengthen the imple-
mentation of norms for responsible uses of technology, and propose priorities for action”.

Neil Kumaran and Sam Lugani, “Protecting businesses against cyber threats during COVID-19
and beyond”, Google Cloud, 16 April 2020.

ITU, Global Cybersecurity Index 2018 (Geneva, 2019).

The Panel recommends that, as a matter of urgency, the Secretary-General facilitate an agile
and open consultation process to develop updated mechanisms for global digital cooperation,
with the options discussed in chapter 4 of its report as a starting point. It suggests an initial
goal of marking the seventy-fifth anniversary of the United Nations in 2020 with a global com-
mitment for digital cooperation to enshrine shared values, principles, understandings and objec-
tives for an improved global digital cooperation architecture. As part of this process, the Panel
states that it understands that the Secretary-General may appoint an Envoy on Technology. The
Panel states that it supports a multi-stakeholder “systems” approach for cooperation and reg-
ulation that is adaptive, agile, inclusive and fit for purpose for the fast-changing digital age.
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