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Credentials and subscriptions

AWS

Learn about AWS credentials and permissions

Learn how BlueXP uses AWS credentials to perform actions on your behalf and how

those credentials are associated with marketplace subscriptions. Understanding these

details can be helpful as you manage the credentials for one or more AWS accounts in

BlueXP. For example, you might want to learn about when to add additional AWS

credentials to BlueXP.

Initial AWS credentials

When you deploy a Connector from BlueXP, you need to provide the ARN of an IAM role or access keys for an

IAM user. The authentication method that you use must have the required permissions to deploy the Connector

instance in AWS. The required permissions are listed in the Connector deployment policy for AWS.

When BlueXP launches the Connector instance in AWS, it creates an IAM role and an instance profile for the

instance. It also attaches a policy that provides the Connector with permissions to manage resources and

processes within that AWS account. Review how BlueXP uses the permissions.

If you create a new working environment for Cloud Volumes ONTAP, BlueXP selects these AWS credentials by

default:

You can deploy all of your Cloud Volumes ONTAP systems using the initial AWS credentials, or you can add

additional credentials.
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Additional AWS credentials

There are two ways to add additional AWS credentials:

• You can add AWS credentials to an existing Connector

• You can add AWS credentials directly to BlueXP

Review the sections below for more details.

Add AWS credentials to an existing Connector

If you want to use BlueXP with additional AWS accounts, then you can either provide AWS keys for an IAM

user or the ARN of a role in a trusted account. The following image shows two additional accounts, one

providing permissions through an IAM role in a trusted account and another through the AWS keys of an IAM

user:

You would then add the account credentials to BlueXP by specifying the Amazon Resource Name (ARN) of the

IAM role, or the AWS keys for the IAM user.

For example, you can switch between credentials when creating a new Cloud Volumes ONTAP working

environment:
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Learn how to add AWS credentials to an existing Connector.

Add AWS credentials directly to BlueXP

Adding new AWS credentials to BlueXP provides the permissions needed to create and manage an FSx for

ONTAP working environment or to create a Connector.

• Learn how to add AWS credentials to BlueXP for Amazon FSx for ONTAP

• Learn how to add AWS credentials to BlueXP for creating a Connector

Credentials and marketplace subscriptions

The credentials that you add to a Connector must be associated with an AWS Marketplace subscription so that

you can pay for Cloud Volumes ONTAP at an hourly rate (PAYGO) or through an annual contract, and to use

other BlueXP services.

Learn how to associate an AWS subscription.

Note the following about AWS credentials and marketplace subscriptions:

• You can associate only one AWS Marketplace subscription with a set of AWS credentials

• You can replace an existing marketplace subscription with a new subscription

FAQ

The following questions are related to credentials and subscriptions.

How can I securely rotate my AWS credentials?

As described in the sections above, BlueXP enables you to provide AWS credentials in a few ways: an IAM

role associated with the Connector instance, by assuming an IAM role in a trusted account, or by providing

AWS access keys.

With the first two options, BlueXP uses the AWS Security Token Service to obtain temporary credentials that

rotate constantly. This process is the best practice—it’s automatic and it’s secure.

If you provide BlueXP with AWS access keys, you should rotate the keys by updating them in BlueXP at a

regular interval. This is a completely manual process.

Can I change the AWS Marketplace subscription for Cloud Volumes ONTAP working environments?

Yes, you can. When you change the AWS Marketplace subscription that’s associated with a set of credentials,

all existing and new Cloud Volumes ONTAP working environments will be charged against the new

subscription.

Learn how to associate an AWS subscription.

Can I add multiple AWS credentials, each with different marketplace subscriptions?

All AWS credentials that belong to the same AWS account will be associated with the same AWS Marketplace

subscription.

If you have multiple AWS credentials that belong to different AWS accounts, then those credentials can be

associated with the same AWS Marketplace subscription or with different subscriptions.
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Can I move existing Cloud Volumes ONTAP working environments to a different AWS account?

No, it’s not possible to move the AWS resources associated with your Cloud Volumes ONTAP working

environment to a different AWS account.

How do credentials work for marketplace deployments and on-prem deployments?

The sections above describe the recommended deployment method for the Connector, which is from BlueXP.

You can also deploy a Connector in AWS from the AWS Marketplace and you can manually install the

Connector software on your own Linux host.

If you use the Marketplace, permissions are provided in the same way. You just need to manually create and

set up the IAM role, and then provide permissions for any additional accounts.

For on-premises deployments, you can’t set up an IAM role for the BlueXP system, but you can provide

permissions using AWS access keys.

To learn how to set up permissions, refer to the following pages:

• Standard mode

◦ Set up permissions for an AWS Marketplace deployment

◦ Set up permissions for on-prem deployments

• Set up permissions for restricted mode

• Set up permissions for private mode

Manage AWS credentials and marketplace subscriptions for BlueXP

Add and manage AWS credentials so that BlueXP has the permissions that it needs to

deploy and manage cloud resources in your AWS accounts. If you manage multiple AWS

Marketplace subscriptions, you can assign each one of them to different AWS credentials

from the Credentials page.

Overview

You can add AWS credentials to an existing Connector or directly to BlueXP:

• Add additional AWS credentials to an existing Connector

Adding AWS credentials to an existing Connector provides the permissions needed to manage resources

and processes within your public cloud environment. Learn how to add AWS credentials to a Connector.

• Add AWS credentials to BlueXP for creating a Connector

Adding new AWS credentials to BlueXP gives BlueXP the permissions needed to create a Connector.

Learn how to add AWS credentials to BlueXP.

• Add AWS credentials to BlueXP for FSx for ONTAP

Adding new AWS credentials to BlueXP gives BlueXP the permissions needed to create and manage FSx

for ONTAP. Learn how to set up permissions for FSx for ONTAP
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How to rotate credentials

BlueXP enables you to provide AWS credentials in a few ways: an IAM role associated with the Connector

instance, by assuming an IAM role in a trusted account, or by providing AWS access keys. Learn more about

AWS credentials and permissions.

With the first two options, BlueXP uses the AWS Security Token Service to obtain temporary credentials that

rotate constantly. This process is the best practice because it’s automatic and it’s secure.

If you provide BlueXP with AWS access keys, you should rotate the keys by updating them in BlueXP at a

regular interval. This is a completely manual process.

Add additional credentials to a Connector

Add additional AWS credentials to a Connector so that it has the permissions needed to manage resources

and processes within your public cloud environment. You can either provide the ARN of an IAM role in another

account or provide AWS access keys.

If you’re just getting started with BlueXP, Learn how BlueXP uses AWS credentials and permissions.

Grant permissions

Before you add AWS credentials to a Connector, you need to provide the required permissions. The

permissions enable BlueXP to manage resources and processes within that AWS account. How you provide

the permissions depends on whether you want to provide BlueXP with the ARN of a role in a trusted account or

AWS keys.

If you deployed a Connector from BlueXP, BlueXP automatically added AWS credentials for the

account in which you deployed the Connector. This initial account is not added if you deployed

the Connector from the AWS Marketplace or if you manually installed the Connector software on

an existing system. Learn about AWS credentials and permissions.

Choices

• Grant permissions by assuming an IAM role in another account

• Grant permissions by providing AWS keys

Grant permissions by assuming an IAM role in another account

You can set up a trust relationship between the source AWS account in which you deployed the Connector

instance and other AWS accounts by using IAM roles. You would then provide BlueXP with the ARN of the IAM

roles from the trusted accounts.

If the Connector is installed on premises, you can’t use this authentication method. You must use AWS keys.

Steps

1. Go to the IAM console in the target account in which you want to provide the Connector with permissions.

2. Under Access Management, select Roles > Create Role and follow the steps to create the role.

Be sure to do the following:

◦ Under Trusted entity type, select AWS account.

◦ Select Another AWS account and enter the ID of the account where the Connector instance resides.
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◦ Create the required policies by copying and pasting the contents of the IAM policies for the Connector.

3. Copy the Role ARN of the IAM role so that you can paste it in BlueXP later on.

Result

The account now has the required permissions. You can now add the credentials to a Connector.

Grant permissions by providing AWS keys

If you want to provide BlueXP with AWS keys for an IAM user, then you need to grant the required permissions

to that user. The BlueXP IAM policy defines the AWS actions and resources that BlueXP is allowed to use.

You must use this authentication method if the Connector is installed on premises. You can’t use an IAM role.

Steps

1. From the IAM console, create policies by copying and pasting the contents of the IAM policies for the

Connector.

AWS Documentation: Creating IAM Policies

2. Attach the policies to an IAM role or an IAM user.

◦ AWS Documentation: Creating IAM Roles

◦ AWS Documentation: Adding and Removing IAM Policies

Result

The account now has the required permissions. You can now add the credentials to a Connector.

Add the credentials

After you provide an AWS account with the required permissions, you can add the credentials for that account

to an existing Connector. This enables you to launch Cloud Volumes ONTAP systems in that account using the

same Connector.

Before you begin

If you just created these credentials in your cloud provider, it might take a few minutes until they are available

for use. Wait a few minutes before you add the credentials to BlueXP.

Steps

1. Ensure that the correct Connector is currently selected in BlueXP.

2. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

3. On the Account credentials page, select Add Credentials and follow the steps in the wizard.

a. Credentials Location: Select Amazon Web Services > Connector.

b. Define Credentials: Provide the ARN (Amazon Resource Name) of a trusted IAM role, or enter an

AWS access key and secret key.

c. Marketplace Subscription: Associate a Marketplace subscription with these credentials by
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subscribing now or by selecting an existing subscription.

To pay for BlueXP services at an hourly rate (PAYGO) or with an annual contract, AWS credentials

must be associated with an AWS Marketplace subscription.

d. Review: Confirm the details about the new credentials and select Add.

Result

You can now switch to a different set of credentials from the Details and Credentials page when creating a new

working environment:

Add credentials to BlueXP for creating a Connector

Add AWS credentials to BlueXP by providing the ARN of an IAM role that gives BlueXP the permissions

needed to create a Connector. You can choose these credentials when creating a new Connector.

Set up the IAM role

Set up an IAM role that enables the BlueXP SaaS layer to assume the role.

Steps

1. Go to the IAM console in the target account.

2. Under Access Management, select Roles > Create Role and follow the steps to create the role.

Be sure to do the following:

◦ Under Trusted entity type, select AWS account.

◦ Select Another AWS account and enter the ID of the BlueXP SaaS: 952013314444

◦ Create a policy that includes the permissions required to create a Connector.
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▪ View the permissions needed for FSx for ONTAP

▪ View the Connector deployment policy

3. Copy the Role ARN of the IAM role so that you can paste it in BlueXP in the next step.

Result

The IAM role now has the required permissions. You can now add it to BlueXP.

Add the credentials

After you provide the IAM role with the required permissions, add the role ARN to BlueXP.

Before you begin

If you just created the IAM role, it might take a few minutes until they are available for use. Wait a few minutes

before you add the credentials to BlueXP.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. On the Account credentials page, select Add Credentials and follow the steps in the wizard.

a. Credentials Location: Select Amazon Web Services > BlueXP.

b. Define Credentials: Provide the ARN (Amazon Resource Name) of the IAM role.

c. Review: Confirm the details about the new credentials and select Add.

Result

You can now use the credentials when creating a new Connector.

Add credentials to BlueXP for Amazon FSx for ONTAP

For details, refer to the BlueXP documentation for Amazon FSx for ONTAP

Associate an AWS subscription

After you add your AWS credentials to BlueXP, you can associate an AWS Marketplace subscription with those

credentials. The subscription enables you to pay for Cloud Volumes ONTAP at an hourly rate (PAYGO) or

using an annual contract, and to use other BlueXP services.

There are two scenarios in which you might associate an AWS Marketplace subscription after you’ve already

added the credentials to BlueXP:

• You didn’t associate a subscription when you initially added the credentials to BlueXP.

• You want to change the AWS Marketplace subscription that is associated with AWS credentials.

Replacing the current marketplace subscription with a new subscription changes the marketplace

subscription for any existing Cloud Volumes ONTAP working environments and all new working

environments.
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Before you begin

You need to create a Connector before you can change BlueXP settings. Learn how to create a Connector.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. Select the action menu for a set of credentials and then select Associate Subscription.

You must select credentials that are associated with a Connector. You can’t associate a marketplace

subscription with credentials that are associated with BlueXP.

3. To associate the credentials with an existing subscription, select the subscription from the down-down list

and select Associate.

4. To associate the credentials with a new subscription, select Add Subscription > Continue and follow the

steps in the AWS Marketplace:

a. Select View purchase options.

b. Select Subscribe.

c. Select Set up your account.

You’ll be redirected to the BlueXP website.

d. From the Subscription Assignment page:

▪ Select the BlueXP accounts that you’d like to associate this subscription with.

▪ In the Replace existing subscription field, choose whether you’d like to automatically replace the

existing subscription for one account with this new subscription.

BlueXP replaces the existing subscription for all credentials in the account with this new

subscription. If a set of credentials wasn’t ever associated with a subscription, then this new

subscription won’t be associated with those credentials.

For all other accounts, you’ll need to manually associate the subscription by repeating these steps.

▪ Select Save.

The following video shows the steps to subscribe from the AWS Marketplace:

Subscribe to BlueXP from the AWS Marketplace
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Associate an existing subscription with your account

When you subscribe to BlueXP from the AWS Marketplace, the last step in the process is to associate the

subscription with your BlueXP accounts from the BlueXP website. If you didn’t complete this step, then you

can’t use the subscription with your BlueXP account.

Follow the steps below if you subscribed to BlueXP from the AWS Marketplace, but you missed the step to

associate the subscription with your account.

Steps

1. Go to the BlueXP digital wallet to confirm that you didn’t associate your subscription with your BlueXP

account.

a. From the BlueXP navigation menu, select Governance > Digital wallet.

b. Select Subscriptions.

c. Verify that your BlueXP subscription doesn’t appear.

You’ll only see the subscriptions that are associated with the account that you’re currently viewing. If

you don’t see your subscription, proceed with the following steps.

2. Log in to the AWS Console and navigate to AWS Marketplace Subscriptions.

3. Find the NetApp BlueXP subscription.

4. Select Set up product.

The subscription offer page should load in a new browser tab or window.

5. Select Set up your account.
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The Subscription Assignment page on netapp.com should load in a new browser tab or window.

Note that you might be prompted to log in to BlueXP first.

6. From the Subscription Assignment page:

◦ Select the BlueXP accounts that you’d like to associate this subscription with.

◦ In the Replace existing subscription field, choose whether you’d like to automatically replace the

existing subscription for one account with this new subscription.

BlueXP replaces the existing subscription for all credentials in the account with this new subscription. If

a set of credentials wasn’t ever associated with a subscription, then this new subscription won’t be

associated with those credentials.

For all other accounts, you’ll need to manually associate the subscription by repeating these steps.

11



7. Go to the BlueXP digital wallet to confirm that the subscription is associated with your BlueXP account.

a. From the BlueXP navigation menu, select Governance > Digital wallet.

b. Select Subscriptions.

c. Verify that your BlueXP subscription appears.

8. Confirm that the subscription is associated with your AWS credentials.

a. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

b. On the Account credentials page, verify that the subscription is associated with your AWS

credentials.

Here’s an example.
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Edit credentials

Edit your AWS credentials in BlueXP by changing the account type (AWS keys or assume role), by editing the

name, or by updating the credentials themselves (the keys or the role ARN).

You can’t edit the credentials for an instance profile that is associated with a Connector

instance.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. On the Account credentials page, select the action menu for a set of credentials and then select Edit

Credentials.

3. Make the required changes and then select Apply.

Delete credentials

If you no longer need a set of credentials, you can delete them from BlueXP. You can only delete credentials

that aren’t associated with a working environment.

You can’t delete the credentials for an instance profile that is associated with a Connector

instance.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. On the Account credentials page, select the action menu for a set of credentials and then select Delete

Credentials.

3. Select Delete to confirm.
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Azure

Learn about Azure credentials and permissions

Learn how BlueXP uses Azure credentials to perform actions on your behalf and how

those credentials are associated with marketplace subscriptions. Understanding these

details can be helpful as you manage the credentials for one or more Azure

subscriptions. For example, you might want to learn when to add additional Azure

credentials to BlueXP.

Initial Azure credentials

When you deploy a Connector from BlueXP, you need to use an Azure account or service principal that has

permissions to deploy the Connector virtual machine. The required permissions are listed in the Connector

deployment policy for Azure.

When BlueXP deploys the Connector virtual machine in Azure, it enables a system-assigned managed identity

on virtual machine, creates a custom role, and assigns it to the virtual machine. The role provides BlueXP with

the permissions required to manage resources and processes within that Azure subscription. Review how

BlueXP uses the permissions.

If you create a new working environment for Cloud Volumes ONTAP, BlueXP selects these Azure credentials

by default:

You can deploy all of your Cloud Volumes ONTAP systems using the initial Azure credentials, or you can add

additional credentials.
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Additional Azure subscriptions for a managed identity

The system-assigned managed identity assigned to the Connector VM is associated with the subscription in

which you launched the Connector. If you want to select a different Azure subscription, then you need to

associate the managed identity with those subscriptions.

Additional Azure credentials

If you want to use different Azure credentials with BlueXP, then you must grant the required permissions by

creating and setting up a service principal in Microsoft Entra ID for each Azure account. The following image

shows two additional accounts, each set up with a service principal and custom role that provides permissions:

You would then add the account credentials to BlueXP by providing details about the AD service principal.

For example, you can switch between credentials when creating a new Cloud Volumes ONTAP working

environment:

Credentials and marketplace subscriptions

The credentials that you add to a Connector must be associated with an Azure Marketplace subscription so

that you can pay for Cloud Volumes ONTAP at an hourly rate (PAYGO) or through an annual contract, and to

use other BlueXP services.

Learn how to associate an Azure subscription.

Note the following about Azure credentials and marketplace subscriptions:
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• You can associate only one Azure Marketplace subscription with a set of Azure credentials

• You can replace an existing marketplace subscription with a new subscription

FAQ

The following question is related to credentials and subscriptions.

Can I change the Azure Marketplace subscription for Cloud Volumes ONTAP working environments?

Yes, you can. When you change the Azure Marketplace subscription that’s associated with a set of Azure

credentials, all existing and new Cloud Volumes ONTAP working environments will be charged against the new

subscription.

Learn how to associate an Azure subscription.

Can I add multiple Azure credentials, each with different marketplace subscriptions?

All Azure credentials that belong to the same Azure subscription will be associated with the same Azure

Marketplace subscription.

If you have multiple Azure credentials that belong to different Azure subscriptions, then those credentials can

be associated with the same Azure Marketplace subscription or with different marketplace subscriptions.

Can I move existing Cloud Volumes ONTAP working environments to a different Azure subscription?

No, it’s not possible to move the Azure resources associated with your Cloud Volumes ONTAP working

environment to a different Azure subscription.

How do credentials work for marketplace deployments and on-prem deployments?

The sections above describe the recommended deployment method for the Connector, which is from BlueXP.

You can also deploy a Connector in Azure from the Azure Marketplace, and you can install the Connector

software on your own Linux host.

If you use the Marketplace, you can provide permissions by assigning a custom role to the Connector VM and

to a system-assigned managed identity, or you can use a Microsoft Entra service principal.

For on-premises deployments, you can’t set up a managed identity for the Connector, but you can provide

permissions by using a service principal.

To learn how to set up permissions, refer to the following pages:

• Standard mode

◦ Set up permissions for an Azure Marketplace deployment

◦ Set up permissions for on-prem deployments

• Set up permissions for restricted mode

• Set up permissions for private mode

Manage Azure credentials and marketplace subscriptions for BlueXP

Add and manage Azure credentials so that BlueXP has the permissions that it needs to

deploy and manage cloud resources in your Azure subscriptions. If you manage multiple
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Azure Marketplace subscriptions, you can assign each one of them to different Azure

credentials from the Credentials page.

Follow the steps on this page if you need to use multiple Azure credentials or multiple Azure Marketplace

subscriptions for Cloud Volumes ONTAP.

Overview

There are two ways to add additional Azure subscriptions and credentials in BlueXP.

1. Associate additional Azure subscriptions with the Azure managed identity.

2. If you want to deploy Cloud Volumes ONTAP using different Azure credentials, grant Azure permissions

using a service principal and add its credentials to BlueXP.

Associate additional Azure subscriptions with a managed identity

BlueXP enables you to choose the Azure credentials and Azure subscription in which you want to deploy

Cloud Volumes ONTAP. You can’t select a different Azure subscription for the managed identity profile unless

you associate the managed identity with those subscriptions.

About this task

A managed identity is the initial Azure account when you deploy a Connector from BlueXP. When you deployed

the Connector, BlueXP created the BlueXP Operator role and assigned it to the Connector virtual machine.

Steps

1. Log in to the Azure portal.

2. Open the Subscriptions service and then select the subscription in which you want to deploy Cloud

Volumes ONTAP.

3. Select Access control (IAM).

a. Select Add > Add role assignment and then add the permissions:

▪ Select the BlueXP Operator role.

BlueXP Operator is the default name provided in the Connector policy. If you chose

a different name for the role, then select that name instead.

▪ Assign access to a Virtual Machine.

▪ Select the subscription in which the Connector virtual machine was created.

▪ Select the Connector virtual machine.

▪ Select Save.

4. Repeat these steps for additional subscriptions.

Result

When you create a new working environment, you should now have the ability to select from multiple Azure

subscriptions for the managed identity profile.
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Add additional Azure credentials to BlueXP

When you deploy a Connector from BlueXP, BlueXP enables a system-assigned managed identity on the

virtual machine that has the required permissions. BlueXP selects these Azure credentials by default when you

create a new working environment for Cloud Volumes ONTAP.

An initial set of credentials isn’t added if you manually installed the Connector software on an

existing system. Learn about Azure credentials and permissions.

If you want to deploy Cloud Volumes ONTAP using different Azure credentials, then you must grant the

required permissions by creating and setting up a service principal in Microsoft Entra ID for each Azure

account. You can then add the new credentials to BlueXP.

Grant Azure permissions using a service principal

BlueXP needs permissions to perform actions in Azure. You can grant the required permissions to an Azure

account by creating and setting up a service principal in Microsoft Entra ID and by obtaining the Azure

credentials that BlueXP needs.

About this task

The following image depicts how BlueXP obtains permissions to perform operations in Azure. A service

principal object, which is tied to one or more Azure subscriptions, represents BlueXP in Microsoft Entra ID and

is assigned to a custom role that allows the required permissions.
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Steps

1. Create a Microsoft Entra application.

2. Assign the application to a role.

3. Add Windows Azure Service Management API permissions.

4. Get the application ID and directory ID.

5. Create a client secret.

Create a Microsoft Entra application

Create a Microsoft Entra application and service principal that BlueXP can use for role-based access control.

Steps

1. Ensure that you have permissions in Azure to create an Active Directory application and to assign the

application to a role.

For details, refer to Microsoft Azure Documentation: Required permissions

2. From the Azure portal, open the Microsoft Entra ID service.
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3. In the menu, select App registrations.

4. Select New registration.

5. Specify details about the application:

◦ Name: Enter a name for the application.

◦ Account type: Select an account type (any will work with BlueXP).

◦ Redirect URI: You can leave this field blank.

6. Select Register.

You’ve created the AD application and service principal.

Result

You’ve created the AD application and service principal.

Assign the application to a role

You must bind the service principal to one or more Azure subscriptions and assign it the custom "BlueXP

Operator" role so BlueXP has permissions in Azure.

Steps

1. Create a custom role:

Note that you can create an Azure custom role using the Azure portal, Azure PowerShell, Azure CLI, or

REST API. The following steps show how to create the role using the Azure CLI. If you would prefer to use

a different method, refer to Azure documentation

a. Copy the contents of the custom role permissions for the Connector and save them in a JSON file.

b. Modify the JSON file by adding Azure subscription IDs to the assignable scope.

You should add the ID for each Azure subscription from which users will create Cloud Volumes ONTAP

systems.

Example

"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",

"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9b59-ce5bbzzzzzzz"

c. Use the JSON file to create a custom role in Azure.

The following steps describe how to create the role by using Bash in Azure Cloud Shell.

▪ Start Azure Cloud Shell and choose the Bash environment.

▪ Upload the JSON file.
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▪ Use the Azure CLI to create the custom role:

az role definition create --role-definition Connector_Policy.json

You should now have a custom role called BlueXP Operator that you can assign to the Connector

virtual machine.

2. Assign the application to the role:

a. From the Azure portal, open the Subscriptions service.

b. Select the subscription.

c. Select Access control (IAM) > Add > Add role assignment.

d. In the Role tab, select the BlueXP Operator role and select Next.

e. In the Members tab, complete the following steps:

▪ Keep User, group, or service principal selected.

▪ Select Select members.
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▪ Search for the name of the application.

Here’s an example:

▪ Select the application and select Select.

▪ Select Next.

f. Select Review + assign.

The service principal now has the required Azure permissions to deploy the Connector.

If you want to deploy Cloud Volumes ONTAP from multiple Azure subscriptions, then you must bind the

service principal to each of those subscriptions. BlueXP enables you to select the subscription that you

want to use when deploying Cloud Volumes ONTAP.

Add Windows Azure Service Management API permissions

The service principal must have "Windows Azure Service Management API" permissions.

Steps
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1. In the Microsoft Entra ID service, select App registrations and select the application.

2. Select API permissions > Add a permission.

3. Under Microsoft APIs, select Azure Service Management.

4. Select Access Azure Service Management as organization users and then select Add permissions.
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Get the application ID and directory ID

When you add the Azure account to BlueXP, you need to provide the application (client) ID and the directory

(tenant) ID for the application. BlueXP uses the IDs to programmatically sign in.

Steps

1. In the Microsoft Entra ID service, select App registrations and select the application.

2. Copy the Application (client) ID and the Directory (tenant) ID.

When you add the Azure account to BlueXP, you need to provide the application (client) ID and the

directory (tenant) ID for the application. BlueXP uses the IDs to programmatically sign in.

Create a client secret

You need to create a client secret and then provide BlueXP with the value of the secret so BlueXP can use it to

authenticate with Microsoft Entra ID.

Steps

1. Open the Microsoft Entra ID service.
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2. Select App registrations and select your application.

3. Select Certificates & secrets > New client secret.

4. Provide a description of the secret and a duration.

5. Select Add.

6. Copy the value of the client secret.

You now have a client secret that BlueXP can use it to authenticate with Microsoft Entra ID.

Result

Your service principal is now setup and you should have copied the application (client) ID, the directory (tenant)

ID, and the value of the client secret. You need to enter this information in BlueXP when you add an Azure

account.

Add the credentials to BlueXP

After you provide an Azure account with the required permissions, you can add the credentials for that account

to BlueXP. Completing this step enables you to launch Cloud Volumes ONTAP using different Azure

credentials.

Before you begin

If you just created these credentials in your cloud provider, it might take a few minutes until they are available

for use. Wait a few minutes before you add the credentials to BlueXP.

Before you begin

You need to create a Connector before you can change BlueXP settings. Learn how to create a Connector.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. Select Add Credentials and follow the steps in the wizard.

a. Credentials Location: Select Microsoft Azure > Connector.

b. Define Credentials: Enter information about the Microsoft Entra service principal that grants the

required permissions:

▪ Application (client) ID

▪ Directory (tenant) ID
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▪ Client Secret

c. Marketplace Subscription: Associate a Marketplace subscription with these credentials by

subscribing now or by selecting an existing subscription.

d. Review: Confirm the details about the new credentials and select Add.

Result

You can now switch to different set of credentials from the Details and Credentials page when creating a new

working environment

Manage existing credentials

Manage the Azure credentials that you’ve already added to BlueXP by associating a Marketplace subscription,

editing credentials, and deleting them.

Associate an Azure Marketplace subscription to credentials

After you add your Azure credentials to BlueXP, you can associate an Azure Marketplace subscription to those

credentials. The subscription enables you to create a pay-as-you-go Cloud Volumes ONTAP system, and to

use other BlueXP services.

There are two scenarios in which you might associate an Azure Marketplace subscription after you’ve already

added the credentials to BlueXP:

• You didn’t associate a subscription when you initially added the credentials to BlueXP.

• You want to change the Azure Marketplace subscription that is associated with Azure credentials.

Replacing the current marketplace subscription with a new subscription changes the marketplace

subscription for any existing Cloud Volumes ONTAP working environments and all new working

environments.

Before you begin

You need to create a Connector before you can change BlueXP settings. Learn how.

Steps
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1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. Select the action menu for a set of credentials and then select Associate Subscription.

You must select credentials that are associated with a Connector. You can’t associate a marketplace

subscription with credentials that are associated with BlueXP.

3. To associate the credentials with an existing subscription, select the subscription from the down-down list

and select Associate.

4. To associate the credentials with a new subscription, select Add Subscription > Continue and follow the

steps in the Azure Marketplace:

a. If prompted, log in to your Azure account.

b. Select Subscribe.

c. Fill out the form and select Subscribe.

d. After the subscription process is complete, select Configure account now.

You’ll be redirected to the BlueXP website.

e. From the Subscription Assignment page:

▪ Select the BlueXP accounts that you’d like to associate this subscription with.

▪ In the Replace existing subscription field, choose whether you’d like to automatically replace the

existing subscription for one account with this new subscription.

BlueXP replaces the existing subscription for all credentials in the account with this new

subscription. If a set of credentials wasn’t ever associated with a subscription, then this new

subscription won’t be associated with those credentials.

For all other accounts, you’ll need to manually associate the subscription by repeating these steps.

▪ Select Save.

The following video shows the steps to subscribe from the Azure Marketplace:

Subscribe to BlueXP from the Azure Marketplace

Edit credentials

Edit your Azure credentials in BlueXP by modifying the details about your Azure service credentials. For

example, you might need to update the client secret if a new secret was created for the service principal

application.
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Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. On the Account credentials page, select the action menu for a set of credentials and then select Edit

Credentials.

3. Make the required changes and then select Apply.

Delete credentials

If you no longer need a set of credentials, you can delete them from BlueXP. You can only delete credentials

that aren’t associated with a working environment.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. On the Account credentials page, select the action menu for a set of credentials and then select Delete

Credentials.

3. Select Delete to confirm.

Google Cloud

Learn about Google Cloud projects and permissions

Learn how BlueXP uses Google Cloud credentials to perform actions on your behalf and

how those credentials are associated with marketplace subscriptions. Understanding

these details can be helpful as you manage the credentials for one or more Google Cloud

projects. For example, you might want to learn about the service account that’s

associated with the Connector VM.

Project and permissions for BlueXP

Before you can use BlueXP to manage resources in your Google Cloud project, you must first deploy a

Connector. The Connector can’t be running on your premises, or in a different cloud provider.

Two sets of permissions must be in place before you deploy a Connector directly from BlueXP:

1. You need to deploy a Connector using a Google account that has permissions to launch the Connector VM

instance from BlueXP.

2. When deploying the Connector, you are prompted to select a service account for the VM instance. BlueXP

gets permissions from the service account to create and manage Cloud Volumes ONTAP systems, to

manage backups using BlueXP backup and recovery, and more. Permissions are provided by attaching a

custom role to the service account.

The following image depicts the permission requirements described in numbers 1 and 2 above:
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To learn how to set up permissions, refer to the following pages:

• Set up Google Cloud permissions for standard mode

• Set up permissions for restricted mode

• Set up permissions for private mode

Credentials and marketplace subscriptions

When you deploy a Connector in Google Cloud, BlueXP creates a default set of credentials for the Google

Cloud service account in the project in which the Connector resides. These credentials must be associated

with a Google Cloud Marketplace subscription so that you can pay for Cloud Volumes ONTAP at an hourly rate

(PAYGO) and use other BlueXP services.

Learn how to associate a Google Cloud Marketplace subscription.

Note the following about Google Cloud credentials and marketplace subscriptions:

• Only one set of Google Cloud credentials can be associated with a Connector

• You can associate only one Google Cloud Marketplace subscription with the credentials

• You can replace an existing marketplace subscription with a new subscription

Project for Cloud Volumes ONTAP

Cloud Volumes ONTAP can reside in the same project as the Connector, or in a different project. To deploy

Cloud Volumes ONTAP in a different project, you need to first add the Connector service account and role to

that project.

• Learn how to set up the service account

• Learn how to deploy Cloud Volumes ONTAP in Google Cloud and select a project

Manage Google Cloud credentials and subscriptions for BlueXP

You can manage the Google Cloud credentials that are associated with the Connector

29

https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/us-en/bluexp-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/us-en/bluexp-setup-admin/task-prepare-private-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-3-set-up-permissions-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-deploying-gcp.html


VM instance by associating a marketplace subscription and by troubleshooting the

subscription process. Both of these tasks ensure that you can use your marketplace

subscription to pay for BlueXP services.

Associate a Marketplace subscription with Google Cloud credentials

When you deploy a Connector in Google Cloud, BlueXP creates a default set of credentials that are associated

with the Connector VM instance. At any time, you can change the Google Cloud Marketplace subscription that

is associated with these credentials. The subscription enables you to create a pay-as-you-go Cloud Volumes

ONTAP system, and to use other BlueXP services.

Replacing the current marketplace subscription with a new subscription changes the marketplace subscription

for any existing Cloud Volumes ONTAP working environments and all new working environments.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. Select the action menu for a set of credentials and then select Associate Subscription.

3. To associate the credentials with an existing subscription, select a Google Cloud project and subscription

from the down-down list, and then select Associate.

4. If you don’t already have a subscription, select Add Subscription > Continue and follow the steps in the

Google Cloud Marketplace.

Before you complete the following steps, ensure that you have both Billing Admin privileges

in your Google Cloud account as well as a BlueXP login.
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a. After you’re redirected to the NetApp BlueXP page on the Google Cloud Marketplace, ensure that the

correct project is selected at the top navigation menu.

b. Select Subscribe.

c. Select the appropriate billing account and agree to the terms and conditions.

d. Select Subscribe.

This step sends your transfer request to NetApp.

e. On the pop-up dialog box, select Register with NetApp, Inc.

This step must be completed to link the Google Cloud subscription to your BlueXP account. The

process of linking a subscription isn’t complete until you are redirected from this page and then sign in

to BlueXP.
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f. Complete the steps on the Subscription Assignment page:

If someone from your organization has already subscribed to the NetApp BlueXP

subscription from your billing account, then you will be redirected to the Cloud Volumes

ONTAP page on the BlueXP website instead. If this is unexpected, contact your NetApp

sales team. Google enables only one subscription per Google billing account.

▪ Select the BlueXP accounts that you’d like to associate this subscription with.

▪ In the Replace existing subscription field, choose whether you’d like to automatically replace the

existing subscription for one account with this new subscription.

BlueXP replaces the existing subscription for all credentials in the account with this new

subscription. If a set of credentials wasn’t ever associated with a subscription, then this new

subscription won’t be associated with those credentials.

For all other accounts, you’ll need to manually associate the subscription by repeating these steps.

▪ Select Save.

The following video shows the steps to subscribe from the Google Cloud Marketplace:

Subscribe to BlueXP from the Google Cloud Marketplace

g. Once this process is complete, navigate back to the Credentials page in BlueXP and select this new

subscription.

32

https://bluexp.netapp.com/ontap-cloud?x-gcp-marketplace-token=
https://bluexp.netapp.com/ontap-cloud?x-gcp-marketplace-token=
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638


Troubleshoot the Marketplace subscription process

Sometimes subscribing to BlueXP through the Google Cloud Marketplace can become fragmented due to

incorrect permissions or accidentally not following the redirection to the BlueXP website. If this happens, use

the following steps to complete the subscription process.

Steps

1. Navigate to the NetApp BlueXP page on the Google Cloud Marketplace to check on the state of the order.

If the page states Manage on Provider, scroll down and select Manage Orders.

◦ If the order shows a green check mark and this is unexpected, somebody else from the organization

using the same billing account might already be subscribed. If this is unexpected or you require the

details of this subscription, contact your NetApp sales team.

◦ If the order shows a clock and Pending status, go back to the marketplace page and choose Manage

on Provider to complete the process as documented above.
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Manage NSS credentials associated with a BlueXP account

Associate a NetApp Support Site account with your BlueXP account to enable key

workflows for Cloud Volumes ONTAP. These NSS credentials are associated with the

entire BlueXP account.

BlueXP also supports associating one NSS account per BlueXP user. Learn how to manage

user-level credentials.

Overview

Associating NetApp Support Site credentials with your specific BlueXP account ID is required to enable the

following tasks in BlueXP:

• Deploying Cloud Volumes ONTAP when you bring your own license (BYOL)

Providing your NSS account is required so that BlueXP can upload your license key and to enable the

subscription for the term that you purchased. This includes automatic updates for term renewals.

• Registering pay-as-you-go Cloud Volumes ONTAP systems

Providing your NSS account is required to activate support for your system and to gain access to NetApp

technical support resources.

• Upgrading Cloud Volumes ONTAP software to the latest release

These credentials are associated with your specific BlueXP account ID. Users who belong to the BlueXP

account can access these credentials from Support > NSS Management.

Add an NSS account

The Support Dashboard enables you to add and manage your NetApp Support Site accounts for use with

BlueXP at the BlueXP account level.

• If you have a customer-level account, you can add one or more NSS accounts.

• If you have a partner or reseller account, you can add one or more NSS accounts, but they can’t be added

alongside customer-level accounts.

Steps

1. In the upper right of the BlueXP console, select the Help icon, and select Support.
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2. Select NSS Management > Add NSS Account.

3. When you’re prompted, select Continue to be redirected to a Microsoft login page.

NetApp uses Microsoft Entra ID as the identity provider for authentication services specific to support and

licensing.

4. At the login page, provide your NetApp Support Site registered email address and password to perform the

authentication process.

These actions enable BlueXP to use your NSS account for things like license downloads, software upgrade

verification, and future support registrations.

Note the following:

◦ The NSS account must be a customer-level account (not a guest or temp account). You can have

multiple customer-level NSS accounts.

◦ There can be only one NSS account if that account is a partner-level account. If you try to add

customer-level NSS accounts and a partner-level account exists, you’ll get the following error message:

"The NSS customer type is not allowed for this account as there are already NSS Users of different

type."

The same is true if you have pre-existing customer-level NSS accounts and try to add a partner-level

account.

◦ Upon successful login, NetApp will store the NSS user name.

This is a system-generated ID that maps to your email. On the NSS Management page, you can

display your email from the  menu.

◦ If you ever need to refresh your login credential tokens, there is also an Update Credentials option in

the  menu.

Using this option prompts you to log in again. Note that the token for these accounts expire after 90

days. A notification will be posted to alert you of this.

What’s next?
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Users can now select the account when creating new Cloud Volumes ONTAP systems and when registering

existing Cloud Volumes ONTAP systems.

• Launching Cloud Volumes ONTAP in AWS

• Launching Cloud Volumes ONTAP in Azure

• Launching Cloud Volumes ONTAP in Google Cloud

• Registering pay-as-you-go systems

Update NSS credentials

You’ll need to update the credentials for your NSS accounts in BlueXP when either of the following happens:

• You change the credentials for the account

• The refresh token associated with your account expires after 3 months

Steps

1. In the upper right of the BlueXP console, select the Help icon, and select Support.

2. Select NSS Management.

3. For the NSS account that you want to update, select  and then select Update Credentials.

4. When you’re prompted, select Continue to be redirected to a Microsoft login page.

NetApp uses Microsoft Entra ID as the identity provider for authentication services specific to support and

licensing.

5. At the login page, provide your NetApp Support Site registered email address and password to perform the
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authentication process.

Attach a working environment to a different NSS account

If your organization has multiple NetApp Support Site accounts, you can change which account is associated

with a Cloud Volumes ONTAP system.

This feature is only supported with NSS accounts that are configured to use Microsoft Entra ID adopted by

NetApp for identity management. Before you can use this feature, you need select Add NSS Account or

Update Account.

Steps

1. In the upper right of the BlueXP console, select the Help icon, and select Support.

2. Select NSS Management.

3. Complete the following steps to change the NSS account:

a. Expand the row for the NetApp Support Site account that the working environment is currently

associated with.

b. For the working environment that you want to change the association for, select 

c. Select Change to a different NSS account.

d. Select the account and then select Save.

Display the email address for an NSS account

Now that NetApp Support Site accounts use Microsoft Entra ID for authentication services, the NSS user name

that displays in BlueXP is typically an identifier generated by Microsoft Entra. As a result, you might not

immediately know the email address associated with that account. But BlueXP has an option to show you the

associated email address.

When you go to the NSS Management page, BlueXP generates a token for each account in the

table. That token includes information about the associated email address. The token is then

removed when you leave the page. The information is never cached, which helps protect your

privacy.

Steps

1. In the upper right of the BlueXP console, select the Help icon, and select Support.
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2. Select NSS Management.

3. For the NSS account that you want to update, select  and then select Display Email Address.

Result

BlueXP displays the NetApp Support Site user name and the associated email address. You can use the copy

button to copy the email address.

Remove an NSS account

Delete any of the NSS accounts that you no longer want to use with BlueXP.

Note that you can’t delete an account that is currently associated with a Cloud Volumes ONTAP working

environment. You first need to attach those working environments to a different NSS account.

Steps

1. In the upper right of the BlueXP console, select the Help icon, and select Support.

2. Select NSS Management.

3. For the NSS account that you want to delete, select  and then select Delete.
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4. Select Delete to confirm.

Manage credentials associated with your BlueXP login

Depending on the actions that you’ve taken in BlueXP, you might have associated

ONTAP credentials and NetApp Support Site (NSS) credentials with your BlueXP user

login. You can view and manage those credentials in BlueXP after you’ve associated

them. For example, if you change the password for these credentials, then you’ll need to

update the password in BlueXP.

ONTAP credentials

When you directly discover an on-premises ONTAP cluster without using a Connector, you’re prompted to

enter ONTAP credentials for the cluster. These credentials are managed at the user level, which means they

aren’t viewable by other users who log in.

NSS credentials

The NSS credentials associated with your BlueXP login enable support registration, case management, and

access to Digital Advisor.

• When you access Support > Resources and register for support, you’re prompted to associate NSS

credentials with your BlueXP login.

This action registers the BlueXP account for support and activates support entitlement. Only one user in

your BlueXP account must associate a NetApp Support Site account with their BlueXP login to register for

support and activate support entitlement. After this is completed, the Resources page shows that your
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account is registered for support.

Learn how to register for support

• When you access Support > Case Management, you’re prompted to enter your NSS credentials, if you

haven’t already done so. This page enables you to create and manage the support cases associated with

your NSS account and with your company.

• When you access Digital Advisor in BlueXP, you’re prompted to log in to Digital Advisor by entering your

NSS credentials.

Note the following about the NSS account associated with your BlueXP login:

• The account is managed at the user level, which means it isn’t viewable by other users who log in.

• There can be only one NSS account associated with Digital Advisor and support case management, per

user.

• If you’re trying to associate a NetApp Support Site account with a Cloud Volumes ONTAP working

environment, you can only choose from the NSS accounts that were added to the BlueXP account that you

are a member of.

NSS account-level credentials are different than the NSS account that’s associated with your BlueXP login.

NSS account-level credentials enable you to deploy Cloud Volumes ONTAP when you bring your own

license (BYOL), register PAYGO systems, and upgrade Cloud Volumes ONTAP software.

Learn more about using NSS credentials with your BlueXP account.

Manage your user credentials

Manage your user credentials by updating the user name and password or by deleting the credentials.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. Select User Credentials.

3. If you don’t have any user credentials yet, you can select Add NSS credentials to add your NetApp

Support Site account.

4. Manage existing credentials by choosing the following options:

◦ Update credentials: Update the user name and password for the account.

◦ Delete credentials: Remove the account associated with your BlueXP user account.
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Result

BlueXP updates your credentials. The changes will be reflected when you access the ONTAP cluster, Digital

Advisor, or the Case Management page.
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assumes no responsibility or liability arising from the use of products described herein, except as expressly

agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any

patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or

pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set

forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013

(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)

and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this

Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-

exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in

connection with and in support of the U.S. Government contract under which the Data was delivered. Except

as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed

without the prior written approval of NetApp, Inc. United States Government license rights for the Department

of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.

Other company and product names may be trademarks of their respective owners.
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